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The School of Risk Management,
Insurance and Actuarial Science

� Undergraduate/master degrees

• Actuarial Science

• Risk Management and Insurance

� World’s largest insurance library

� Center for the Study of  Insurance Regulation

� International Insurance Society

• The Insurance Hall of  Fame

School of  Risk Management
St. John’s University
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The School of Risk Management,
Insurance and Actuarial Science

The Insurance Hall of  Fame
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Cyber Risk
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The School of Risk Management,
Insurance and Actuarial Science

� Usually affects an individual unit in society

� Potential to become a catastrophic loss, affecting a 
group of  the units that are

• Related as in a chain of  production/service or as clients of  a financial 
services institution

• Unrelated but as users of  a cyber-attacked communication hub 

� Threat caused by

• A third party

• An internal person (for example, employee)

Cyber Risk
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The School of Risk Management,
Insurance and Actuarial Science

Global Risk 
Landscape 2016

World Risk Forum

Natural catastrophes

Terrorist attacks

Cyber attacks

Man-made environmental
catastrophes

Data fraud/theft

© 2017 W. Jean Kwon – 8



©2017 W. Jean Kwon

5

The School of Risk Management,
Insurance and Actuarial Science

Most Likely Global Risks 2016: A Regional Perspective 

Global Risks Perception Survey (2015); quoted in World Economic Forum (2016)

Cyber attacks (North America) Natural catastrophes (Japan)
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The School of Risk Management,
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Who Gets Attacked the Most?
Identity Theft Resource Center (2016)

III (2016) and Identity Theft Resource CenterIII (2016) and Identity Theft Resource Center

2015 Data Breaches by Business 
Category, by Number of Breaches

Medical and Healthcare Records Were 
More Than Half of All Records Stolen

Business

312
40%

35%

9%

8%

7%

Medical/
Healthcare

277

Banking/
Credit/Financial

71

Govt./Military 

63

Educational  

58

68%

19%

9%
3%

Medical/
Healthcare

121.6 MM

Govt./
Military 

34.2 MM

Banking/Credit/Financial

5.1 MM
Business

16.2 MM

Educational  

759,600
0.4%

Total may not equal 100% due to rounding.
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The School of Risk Management,
Insurance and Actuarial Science

Who Gets Attacked the Most?
Romanosky (2016) Using Advisen Data

Romanosky (2016), “Examining the costs and causes of cyber incidents”, Journal of Cybersecurity, 2 (2): 121-135.
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The School of Risk Management,
Insurance and Actuarial Science

Economic Cost of  Cyber Breaches
Romanosky (2016) Using Advisen Data

Romanosky (2016) and further refined by Swiss Re (2017).
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The School of Risk Management,
Insurance and Actuarial Science

Regulation in the Cyber Space

The School of Risk Management,
Insurance and Actuarial Science

Data Protection and Privacy Laws
UNCTAD Global Cyberlaw Tracker (December 2016)

Figure by Swiss Re (2017).
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The School of Risk Management,
Insurance and Actuarial Science

� General Data Protection Regulation (GDPR, EU 
2016/679)

• Currently in the transition period for regulated firms

• Expected to be in place in May 2018 by replacing the Data Protection 
Directive (Directive 95/46/EC)

• Fines up to €10 million or up to 2% (or up to €20 million or up to 4% 
depending of  the specific violation ) of  the annual worldwide turnover 
of  the preceding financial year in case of  an enterprise, whichever is 
greater

• Does not cover the handling of  personal data in the insurance industry

Data Protection Laws
The European Union
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The School of Risk Management,
Insurance and Actuarial Science

� At the state level (selected)

• California first in enacting a breach notification law (2002)

• New York introduced the Cybersecurity Rule in 2017

� At the federal level (selected)

• Health Insurance Portability and Accountability Act (HIPAA, 1996)

• Health Information Technology for the Economic and Clinical Health Act 
(HITECH, 2009)

• Executive Order (Cybersecurity Order #13136, February 2013)

• For the development of  a national cybersecurity framework

• Executive Order (Blocking the Property of  Certain Persons Engaging in 
Significant Malicious Cyber-enabled Activities, April 2015)

• Other including those issued by Federal Trade Commission (FTC) and 
Security and Exchange Commission (SEC)

Data Protection Laws
The United States

American Bar Association (2016)
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The School of Risk Management,
Insurance and Actuarial Science

� Robust cybersecurity program

• Adequately funded and staffed, overseen by qualified management, and reported on 
periodically to the most senior governing body of  the organization

� Risk-based minimum standards for technology systems

• Access controls, data protection including encryption and penetration testing

� Required minimum standards to help address any cyber breaches

• Incident response plan, preservation of  data to respond to such breaches and notice 
to NYDFS of  material events, including the events experienced by third party vendors

� Accountability

• Identification and documentation of  material deficiencies, remediation plans and 
annual certifications of  regulatory compliance to NYDFS

The United States
New York Department of  Financial Services - Cybersecurity Rule (2/2017)
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The School of Risk Management,
Insurance and Actuarial Science

� One proposed cyberrisk management standards

• To increase the resilience of  financial services firms, especially 
Systematically Important Financial Institutions (SIFIs) under the 
supervision of:

• The Federal Reserve

• The Federal Deposit Insurance Corporation (FDIC)

• Thus likely including large insurance groups

The United States
American Insurance Association Seeks Waiver for Proposed Cyberrisk Standards 
(4/2017)
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The School of Risk Management,
Insurance and Actuarial Science

� Cyber-attack vs. cyber-terrorism

• Clarity in need

� Compulsory purchase of  cyber insurance?

• At minimum, third-party coverages?

� Insurance or reinsurance pool?

• Government-sponsored and private-administrated

� Cyber incident data repository

Cyber Insurance Regulation
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Markets

Confusion –

Insurers and  
Consumers

Non-
standard 

Coverages

Lack of 
Historical and 
Claims Data
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Markets
Estimates of  Global Cyber Insurance Premiums (2015-2025)

Swiss Re (2017)
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The School of Risk Management,
Insurance and Actuarial Science

� Disparity in cyber risk data

• Data currently heavily skewed to data subject to regulatory reporting 
requirements (for example, breaches of  personal information)

• Insurers’ needing data of  other types

• Disruption of  service attacks

• Ransomware (increasing advising victims to pay)

• Risk management service from insurance companies

• Policyholder’s risk management capabilities and maturity

• Prevention, detection and recovery from cyber events

Cyber Insurance Markets
Insurer’s Perspective

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Markets
Insurer’s Cost of  Data Breach

Deloitte University (2016): Beneath the Surface of a Cyberattack

Above the Surface:
Well-known cyber incident costs 

Beneath the Surface:
Hidden or less visible costs 

1. Customer breach notifications
2. Post-breach customer protection
3. Regulatory compliance (fines)
4. Public relations/crisis communications
5. Attorney fees and litigation
6. Cybersecurity improvements
7. Technical investigations

1. Insurance premium increases
2. Increased cost to raise debt
3. Operational disruption or destruction
4. Lost value of  customer relationships 
5. Value of  lost contract revenue
6. Devaluation of  trade name
7. Loss of  intellectual property
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� Regulation

• US Department of  Defense requiring contractors to report cyber 
attacks on their systems (since 2016)

� Insurers left without a complete picture of  their 
exposures

Cyber Insurance Markets
2017 Deloitte Report

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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The School of Risk Management,
Insurance and Actuarial Science

� Market trends

• 29% purchased some form of  cyber insurance

• 70% of  them had a stand-alone policy.

• 26% purchased it for the first time in the past 6 months

• 40% increased their coverages in the past 6 months

� Pricing trends

• $3 million being the typical policy limit

• 72% responded premiums generally remained at the same level over 
the last 6 months

Cyber Insurance Markets
2016 U.S. Council of  Insurance Agents and Brokers (88 respondents)

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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The School of Risk Management,
Insurance and Actuarial Science

� Underwriting trends

• 59% observed tightening of  insurer underwriting practices in the last 6 
months

• 55% thought that there is “not enough clarity” as to what is covered or 
excluded in the policy

� Cybersecurity/cyber risk

• 88% had a strategic approach to marketing and educating clients about 
cyber risks

• 37% had an information security in place, focused on covering 
prevention, detection, containment and response

Cyber Insurance Markets
2016 U.S. Council of  Insurance Agents and Brokers (88 respondents)

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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The School of Risk Management,
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Industries Bringing Most New Buyers (2016)

Advisen and PartnerRe (2016)
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The School of Risk Management,
Insurance and Actuarial Science

� Data breach

� Cyber-related business income

� Cyber-extortion (ransomware)

� Regulatory fines and penalties

Cyber Insurance Consumption
Cause of  Consumption of  First Party Coverages (New and Renewal)
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Consumption
Popularity of  Coverage via Endorsement

Advisen and PartnerRe (2016)
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The School of Risk Management,
Insurance and Actuarial Science

� Difficulty in writing cyber coverages

• Lack of  historical data

• Non-presence of  contract standardization, potentially leading to claims 
disputes, litigation and low insurance consumption

� Reinsurers’ reluctance in coverage offering due to 
fears of  “concentrated unknown risks”

� Alternative risk transfer options

• Self  insurance

• Captive (to buy reinsurance directly)

• Insurance-linked securitization (ILS) (feasible in the near future?)

Cyber Insurance Markets
Insurer’s Perspective

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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The School of Risk Management,
Insurance and Actuarial Science

Obstacles in the Cyber Insurance Market
2017 Deloitte Report

� Dearth of  data

� Cyber attacks keep evolving

� Potential catastrophic 
accumulation

� Tunnel vision in coverages 
offered 

� Buyers often don’t 
understand cyber risks or 
their insurance options

� Cyber risk is spread over a 
wide range of  coverages

� Cyber policies lack 
standardization

� The legal landscape remains 
in flux

Insurer’s Perspective Consumer’s Perspective

Deloitte University (2017): Demystifying Cyber Insurance Coverage
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Cyber Insurance Coverages
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The School of Risk Management,
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Cyber Insurance Policy Development

Swiss Re (2017)
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The School of Risk Management,
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� Commercial general liability (CGL), for example:

• Travelers v. Portal Healthcare Solutions: the insured’s failure to secure 
a server, which resulted in the availability of  personal health 
information online, was a “publication” under the personal injury and 
advertising provision of  the insured’s CGL policy

• Apache Corp. v. Great American Insurance Company: the insured’s 
losses covered under its computer fraud policy after it wired $2.4 
million to a fraudulent account based upon a bogus email.

• In other cases, computer system failures due to physical damage 
were covered under property policies.

� Coverages not only limited but also less likely 
applicable

Traditional Insurance Coverages
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The School of Risk Management,
Insurance and Actuarial Science

� The insurance does not apply 
to access or disclosure of:

• Confidential or personal information 
and data-related liability

• Patents, trade secrets, processing 
methods, customer lists, financial/ 
credit/health information or “any 
other type of  non-public 
information”

• Does not apply to damages 
because of  “bodily injury”

• Personal or advertising injury liability

2014 ISO Commercial General Liability Endorsement
Exclusion – Access or Disclosure of  Confidential or Personal Information and Data-Related Liability

Insurance Services Office (ISO) Commercial General Liability CG 21 06 05 14
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The School of Risk Management,
Insurance and Actuarial Science

� No standard forms, different names

• Digital risk, e-risk

• First party and/or third party (liability) coverages

� Stand-alone or endorsement

• ISO Exclusion Endorsement (CG 21 06 05 14) (2014)

� Frequently on claims-made

• 30-60 day reporting period (after policy expiry)

Cyber Insurance Policies Today
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The School of Risk Management,
Insurance and Actuarial Science

Chief  Risk Office Forum

Risk Management Society (RIMS)

Swiss Re

Cyber Insurance 
Coverage Classification
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The School of Risk Management,
Insurance and Actuarial Science

� Any risks emanating from the use of  
electronic data and its transmission, 
including technology tools such as the 
internet and telecommunications 
networks

� Physical damage that can be caused by 
cyber attacks

� Fraud committed by misuse of  data

� Any liability arising from data use, 
storage and transfer

� The availability, integrity and 
confidentiality of  electronic information –
be it related to individuals, companies or 
governments

Cyber Risk Defined by the CRO Forum

CRO Forum (2016)
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Risk Defined by the CRO Forum
Exposure Groups for Insurance Coverage Scopes

� Business interruption (BI)

� Contingent business interruption 
(CBI) for non-physical damage

� Data and software loss

� Financial theft and/or fraud

� Cyber ransom and extortion

� Intellectual property theft

� Incident response costs

� Breach of  privacy

� Network security/security failure

� Reputational damage (excluding 
legal protection)

� Regulatory & legal defense costs 
(excluding fines and penalties)

� Fine and penalties

� Communication and media

� Legal protection – lawyer fees

� Assistance coverage –
psychological support

� Products

� D&O

� Tech E&O

� Professional services E&O, 
professional indemnity

� Environmental damage

� Physical asset damage

� Bodily injury and death
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Coverages
RIMS (2017)

� First-party coverages

• Network interruption/ 
business interruption

• Cyber extortion/ransom

• Data loss and restoration

• Reputation/crisis 
management

• Theft/fraud

• Forensic investigation costs

• Regulatory fines

• Media liability

� Third-party coverages

• Privacy liability

• Breach notification costs

• Credit monitoring

• Transmission of  viruses or 
malicious code

Santos (2017)
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The School of Risk Management,
Insurance and Actuarial Science

Cyber Insurance Coverages
Swiss Re (2017); Regrouped by Kwon

� First-party coverages

• Network, IT security failure 
(BI)

• Network, IT system failure 
(BI)

• Contingent business 
interruption (CBI)

• Cyber extortion

� Third-party coverages

• Privacy breaches

• Network liability

• Errors and omissions (E&O)

Swiss Re (2017)
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Cyber Insurance Markets

in Selected Countries

AXCO Report (as of  March 2017)
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The School of Risk Management,
Insurance and Actuarial Science

サイバー保険 (Exhibit)
Japan 
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Sompo News Release (September 4, 2016)

The School of Risk Management,
Insurance and Actuarial Science

� The environment

• The Privacy Amendment (Enhancing Privacy Protection) Act 2012

• Fine up to AUD 1.7 million for data breach

• One of  the world’s most hacked countries in 2015 but with few high 
profile data breaches

• The APRA recommends all financial institutions to have 
appropriate cyber cover.

� The cyber insurance market

• Remains small with estimated premiums of  AUD 25 million in 2016

• Financial institutions rarely buy AUD 50 million

• Property policies exclude cyber risks

• A dozen insurers in operation

Australia
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The School of Risk Management,
Insurance and Actuarial Science

� The cyber insurance market

• Reinsurers introduced a “cyber attack” exclusion. Nonetheless, cyber 
coverage becomes prevalent in the current soft market.

• Cyber Insurance available from insurers providing industrial insurance

• Still limited and coverages on a claims-made basis

Austria
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The School of Risk Management,
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� The environment

• Rising regulation on cyber liability (after several high profile incidents)

� The cyber insurance market

• Cyber insurance available since the late 1990s 

• Stand-alone and endorsement for contingent business interruption 
and cyber-related property damage, as well as loss control services, 
risk assessment tools, breach counselling and assistance

• Premiums at about CAD 21 million from over 800 policies, with a loss 
ratio of  around 25%, in 2015

• More standardization in coverage

Canada
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The School of Risk Management,
Insurance and Actuarial Science

� The environment

• The Cyber Security Law in place from June 2017, requiring

• Companies doing business in China to hold personal data on servers 
located in China and to use approved Chinese-made hardware and 
software for their operations in China

• Internet businesses to cooperate with the police and national 
security authorities, and to report security breaches to the 
authorities and the customers directly affected

• Internet users to register in their real names

� The cyber insurance market

• Being prepared local versions of  foreign insurers' international 
standard forms (for example, AIG's CyberEdge)

P.R. China
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The School of Risk Management,
Insurance and Actuarial Science

� The cyber insurance market

• In 2012, several insurers designed the coverage for IT data protection 
and cyber-attack (clients’ interest not clearly known even today)

• Highly competitive market with its underwriting capacity on the rise in 
France and for Europe

• AXA Corporate Solutions (AXA CS) and Allianz Global Corporate and 
Specialty (AGS) in 2014

• Estimated European capacity currently about €355 million, with an 
additional €100 million available from the London market

• Due to prevailing economic conditions, the growth in demand likely not 
as significant as that of  supply

France
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The School of Risk Management,
Insurance and Actuarial Science

� The cyber insurance market

• Slowly being established

• Allianz (AGCS) and HDI Global SE are already active

• The insurance association preparing standard conditions (January 
2017)

• Brokers also introducing their conditions based, to some extent, on 
the US market

• Large corporations with coverages up to €500 million 

• The cost of  a policy with €10 million of  coverage and €50,000 
deductible in the region of  €8,000

Germany
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The School of Risk Management,
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� The environment

• The Enforcement Decree and Regulations of  the Use and Protection of  
Credit Information Act (2015)

• Requires companies which hold or process credit information to have 
minimum amounts of  liability insurance or to set aside an equivalent 
financial reserve, the amount ranging from KRW 500 million to KRW 2 
billion

� The cyber insurance market

• To be developed and low interest due in part to the actual liability 
losses suffered by financial institutions being quite modest

Korea

© 2017 W. Jean Kwon – 50



©2017 W. Jean Kwon

26

The School of Risk Management,
Insurance and Actuarial Science

� The environment

• Monetary Authority of  Singapore (MAS) has called for regional 
underwriters to consider cyber risk management for growth 
opportunities, as penetration in this field is put at only 10%, with an ever 
growing exposure to attacks. The Nanyang Technological University 
meanwhile has initiated a Cyber Risk Management programme (CyRIM), 
aided by interested insurers and reinsurers, and recently 
the insurance think-tank Geneva Association, in order to raise 
awareness and foster a more efficient local and international market 
place for cyber-risk insurance.

� The cyber insurance market

Singapore
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The School of Risk Management,
Insurance and Actuarial Science

� The cyber insurance market

• One of  the leading and competitive markets

• Cyber risks now excluded routinely from property and liability policies

• Specialist markets will either remove the exclusion or write the 
exposure as a stand-alone cover.

� Silent cyber risk…the next superstorm?

The United Kingdom
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The School of Risk Management,
Insurance and Actuarial Science

� Silent cyber risk – that insurance coverages having 
failed to explicitly exclude cyber risk – is material, and 
silent cyber loss potential increases with time.

� Casualty (direct and facultative) lines potentially 
significantly exposed to ‘silent’ cyber, especially

• Directors & Officers (D&O)

• Professional indemnity (PI)

• Financial institutions (FI)

• General liability (GL)

� Potential for silent losses in marine, aviation, transport 
(MAT) and property lines

The United Kingdom
Prudential Regulatory Authority – Cyber Underwriting Risk (November 2016)
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The School of Risk Management,
Insurance and Actuarial Science

� The exposure and response of  reinsurance contracts is 
uncertain.

� Investment in developing cyber expertise is 
insufficient.

� Risk management’s ability to challenge is limited.

� Third-party vendor models (for example, cyber 
catastrophe models) are at early stages of  
development.

The United Kingdom
Prudential Regulatory Authority – Cyber Underwriting Risk (11/2016)
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� The environment

• High profile attacks to entities in the private and government sectors

• Target (2013) lost data of  40 million customers, incurred cost of  $250 
million, of  which $90 million covered by insurance.

• Home Depot (2014) lost data of  56 million customers, incurred cost of  
$161 million, of  which $105 million covered by insurance.

• The NAIC Executive created the Cybersecurity (EX) Task Force in 2014

� The cyber insurance market

• Capacity in excess of  $500 million available, with a max at $800 million

• Insurance penetration at about 30% of  the market

• Principal buyers being communications, media and technology (CMT) 
companies, financial institutions, healthcare providers and 
retail/wholesale companies

The United States
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Insurance and Actuarial Science

Issues in Cyber Risk Coverages and

Gaps in the Market
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The School of Risk Management,
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� Large data aggregators

• Those with massive amounts of  personally identifiable information 
present a unique and potentially costly risk and cyber limits have not 
yet caught up

� Risk of  bodily injury

• As consumer products integrate with technology, the risk of  bodily 
injury from cyber perils is increasing:

• The Internet of  Things (IoT)

• Driverless vehicles

• Wearable medical devices

Cyber Insurance Coverage Gaps
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The School of Risk Management,
Insurance and Actuarial Science

� Industries with the business interruption (BI) loss 
exposure of  greater concern than the direct cyber 
breach

• Utilities, manufacturing and transportation industries

� Generally excluded are industries where the value of  
the lost information being most critical

• Defense contractors and research labs

• Possession of  massive amounts of  personally identifiable information 
which presents a unique and potentially costly risk and cyber limits

Cyber Insurance Coverage Gaps
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The School of Risk Management,
Insurance and Actuarial Science

� Cyber reinsurance vs. alternatives

• Reinsurance (to be further developed)

• Captives (likely)

• Insurance-linked securities (somewhat remote?)

� Differences in perspectives

• Cyber risk experts vs. cyber risk underwriters

� Standardization 

Cyber Insurance Market Issues
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Risks in Captive Operations
Currently and in Five Years

Aon and quoted by Swiss Re (2017)

© 2017 W. Jean Kwon – 60



©2017 W. Jean Kwon

31

The School of Risk Management,
Insurance and Actuarial Science

� Limited information about actual and prospective 
losses

� Ambiguity about the underlying risk drivers

� Human (hacker) behavior 

Cyber Risk Modelling Issues

Swiss Re (2017)
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The School of Risk Management,
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� Data and risk modelling

� Proof  that cyber risk is uncorrelated with other risks in 
the asset portfolios in capital markets

� Clarification of  basis risk

• Difference between the sponsor’s actual losses and the security’s 
payout for a covered event

• Coverage trigger as well

Insurance-linked Securitization of  Cyber Risk
Challenges

Swiss Re (2017)
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Insurance and Actuarial Science

Cyber Insurance Policies:

Definitions

The School of Risk Management,
Insurance and Actuarial Science

• Covers the costs of  lost business and 
additional expense due to an 
interruption in the insured’s network

• Commonly requiring the interruption to 
last a minimal length before the 
coverage is triggered

• Also available from selected insurers 
“data loss and restoration” coverage for 
the costs of  recovering data as a result 
of  a triggering event

• Suitable for companies with a high 
volume of  online sales or its revenue 
dependent heavily on the availability of  
the Internet 

Cyber Insurance 
Coverages

First Party – Network 
Interruption
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The School of Risk Management,
Insurance and Actuarial Science

• Covers the cost of  the ransom demand 
to the insured experiencing cyber 
extortion:

• An hacker denying the insured’s access 
to its own network or threaten to 
disclose its confidential information 
unless a ransom is paid

Cyber Insurance 
Coverages

First Party – Cyber Extortion

© 2017 W. Jean Kwon – 65

The School of Risk Management,
Insurance and Actuarial Science

• A type of  errors and omissions (E&O) 
liability coverage for the cost that the 
insured incurs due to defamation, 
invasion of  privacy, infringement of  
copyright and plagiarism

• Publishers, broadcasting companies 
and other media-related firms

Cyber Insurance 
Coverages

First Party – Media Liability
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The School of Risk Management,
Insurance and Actuarial Science

� Cyber attack

• [AIG, denial of  service attack] used but not defined

• [Chubb] the transmission of  fraudulent or unauthorized Data that is 
designed to modify, alter, damage, destroy, delete, record or transmit 
information within a System without authorization, including Data that is 
self-replicating or self-propagating and is designed to contaminate 
other computer programs or legitimate computer Data, consume 
computer resources or in some fashion usurp the normal operation of  a 
System

• [Zurich, denial of  service attack*] a malicious attack by a third party 
which is designed to slow or completely interrupt access to a targeted 
computer system or website by other third parties authorized to gain 
access to that computer system or website

Other Definitions

* Defined in Zurich Security and Privacy Protection Insurance.
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� Data

• [AIG; electronic data] any software or electronic data stored 
electronically on, or that forms part of, a Computer System, but 
excluding Personal Information

• [Chubb] a representation of  information, knowledge, facts, concepts, or 
instructions which are being processed or have been processed in a 
Computer

• Defines “record” (of  a natural person) separately.

• [Zurich; electronic data] information that exists in electronic form, 
including Personal Information; provided, however, [it] does not include 
Software

Definitions
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Cyber Insurance Policies

AIG - CyberEdge

The School of Risk Management,
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� Coverages

• Cyber event response: event response costs incurred in response to a 
Security Failure that an Insured knows caused, or Suspects is likely to 
have caused, a Triggering Event

• Cyber Follow Form Excess: coverage excess of  the Underlying Limits 
for Loss caused by a Security Failure…in accordance with the same 
terms, conditions and limitations of  the applicable Followed Policy….

• Cyber Difference in Conditions: drop down and pay Loss caused by a 
Security Failure that would have been covered within an Underlying 
Policy…had one or more of  the following not applied: (a) a Cyber 
Coverage Restriction; and/or (b) a Negligent Act* Requirement.

AIG – CyberEdge

* Negligent Act defined as “the event, action or conduct…[resulting] from a negligent act, error or omission.
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� “Security failure” defined:

• A failure or violation of  the security of  a Computer System that:

• Results in, facilitates or fails to mitigate any: (i) unauthorized access 
or use; (ii) denial of  service attack; or (iii) receipt, transmission or 
behavior of  a malicious code; or

• Results from the theft of  a password or access code from an Entity 
Insured’s premises, the Computer System, or an officer, director or 
employee of  an Entity Insured by non-electronic means.

• Not including any of  the foregoing that results, directly or indirectly, 
from any: (1) natural or man-made earth movement, flood, earthquake, 
seaquake, shock, explosion, tremor, seismic event, lightning, fire, 
smoke, wind, water, landslide, submarine landslide, avalanche, 
subsidence, sinkhole collapse, mud flow, rock fall, volcanic activity, 
including eruption and lava flow, tidal wave, hail, or act of  God; or (2) 
satellite or other infrastructure failure.

AIG – CyberEdge
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� “Triggering event” defined:

• A failure or violation of  the security of  a Computer System that the 
event, action or conduct that first triggers coverage under any 
Underlying Policy or would have triggered such coverage had a Cyber 
Coverage Restriction or a Negligent Act Requirement not applied. 

• A “Triggering Event” shall not mean a notice of  circumstance; however, 
any event, action or conduct that first triggers coverage under an 
Underlying Policy due to a notice of  circumstance will be deemed a 
Triggering Event under this policy at the time of  such notice of  
circumstance to the Underlying Insurer. 

• “Triggering Event” shall not mean the Security Failure itself.

AIG – CyberEdge
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� Exclusions including but not limited to:

• Privacy and personal information and confidential information arising 
out of, based upon or attributable to any invasion of  privacy; or any:

• Theft, disappearance, destruction or other loss, disclosure, 
publication, collection, use or storage of;

• Failure to protect, or exercise any duty of  care with respect to; or

• Failure to comply with any law (statutory or common), rule or 
regulation, or any policy concerning….

AIG – CyberEdge
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Cyber Insurance Policies

Chubb – Cyber Security Policy (2009 - )
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� Coverages

• Privacy notification expenses

• Crisis management and reward expenses (e.g., information security 
forensic investigation expenses, public relations expenses…)

• E-business interruption and extra expenses

• E-theft loss

• E-communication loss

• E-threat expenses

• E-vandalism expenses

� Other contract elements (e.g., coverage limits, 
exclusions) relatively standard to other Chubb policies

Chubb – Cyber Security Policy 
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Cyber Insurance Policies

Zurich – Security And Privacy Protection 

Policy (UK)
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� Coverages

• Security and privacy liability

• Regulatory proceedings

• Internet media liability

• Non-liability coverages

• Privacy breach costs

• Business income loss, dependent business income loss and extra 
expenses

• Digital asset replacement expense

• Cyber extortion threat and reward payments

� Other contract elements (e.g., coverage limits, 
exclusions) relatively standard to other Zurich policies

Zurich – Security And Privacy Protection Policy 
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� Cyber risk is so dynamic and its definition constantly 
changing (although not necessarily expanding)

• Claims-made coverages with a reasonable tail period thus suitable.

• Still, challenges not only in capturing more client firms but also in 
competing with alternative risk financial tools

� Strong human behavioral and IT factors affecting cyber 
attack types and severities

� Policy standardization – stand-alone and endorsement 
– likely a requisite for the expansion of  the cyber 
insurance market

Summing Up…,
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