2017 Lecture Series (Tokyo)

in. ST. JOHN’S
HHY&
\ Mﬂfﬁqgsﬂﬁ qp UNIVERSITY

School of Risk Management, Insurance and Actuarial Science
The Center for the Study of Insurance Regulation

@_—JTHE GENERAL INSURANCE INSTITUTE OF JAPAN

W. Jean Kwon, Ph.D., CPCU

Edwin A.G. Manton Chair Professor in International Insurance and Risk Management
School of Risk Management,
St. John’s University, New York

KwonW@stjohns.edu

©2017 W. Jean Kwon

st . The School of Risk

""" World Trade Center

World Financial Center

St. John’s University

New York

©2017 W. Jean Kwon - 2

€




©2017 W. Jean Kwon

School of Risk Management
St. John’s University

» Undergraduate/mast

E
. . AGNUS
¢ Actuarial Science

* Risk Management and In

9 H #
= World’s largest insura rary

g W

» International InsurgpCe Society

NV ERSITY

aaaaaaaaaaaaaaaaaaaaaaaaaaaa

©2017 W. Jean Kwon - 3

The Insurance Hall of Fame

Kenkichi Kagami Tsuneta Yano Gen Hirose Taizo Abe
Induetion Year: 1870 Tnduction Year 1970 Induction Year 1976 Induction Year 1978

Tkunoshin Kadono Saburo Kawai Josei Itoh Takeo Inokuchi

Induction Year: 1983 Induction Year: 1097 Induction Year: 2001 Induction Year: 2004

Haruoe Murase
Induction Year: 1982

Ikuo Uno

Induction Year 2012
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Global Risk

Landscape 2016
World Risk Forum

Cyber attacks

Terrorist attacks

Data fraud/theft

Natural catastrophes

Man-made environmental
catastrophes
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Most Likely Global Risks 2016: A Regional Perspective

Cyber attacks (North America) Natural catastrophes (Japan)

Ranking position
In 90N regin

st Az
and the Pacic

South Asia

Global Risks Perception Survey (2015); quoted in World Economic Forum (2016)
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Who Gets Attacked the Most?

Identity Theft Resource Center (2016)

2015 Data Breaches by Business

Category, by Number of Breaches

Medical and Healthcare Records Were
More Than Half of All Records Stolen

. Banking/Credit/Financial
N Educational 51 MM Educational
Govt.g\;llltary\ Business | ; ~~ 759,600
16.2 MM ~
Banking/ Business
Credit/Financial 7312
— .~

71

Govt./

Military

34.2 MM

. Medical/
Medical/ M
Healthcare - 121.6 MM
277

Total may not equal 100% due to rounding.
111 (2016) and Identity Theft Resource Center
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Who Gets Attacked the Most?

Romanosky (2016) Using Advisen Data

Finange and Insurance Gavernment [NNNEDIR
Heslth Gare Edugational Services [N

Government Information
Educational Services Finance and Insurance
Manufacturing Utilities
Information Manufacturing
Prof. Sci, and Tech Services Arts, Recreation
Retail Trade Health Care
Arts, Recreation Transportation
Admin and Support Services Relail Trade
i i i i i T
0 500 1000 1500 2,000 0 005 01 015 02
Total cyber incidents, by industry Incident rate, by industry

Romanosky (2016), “Examining the costs and causes of cyber incidents”, Journal of Cybersecurity, 2 (2): 121-135.
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Economic Cost of Cyber Breaches
Romanosky (2016) Using Advisen Data

Mean Median Maximum
Event type No. of events cost cost cost
(USD mn) (USD mn) USD mn)
Data breach(" 602 5.87 017 572
Compromised systems(? 36 917 0.33 100
Privacy violation(® 234 1014 1.34 750
lllicit access!® 49 19.99 0.15 710
Total 921 7.84 025 750

(1) Unintentional disclosure of personally i (PIl) stemming

from loss or theft (eg. theft of computers containing personal information of
employees or customers, by a hacker or malicious employee).

(2) Compromise or disruption of corporate IT systems or intellectual property (eg, a
denial-of- service attack, theft, malicious infiltration and subsequent cyber
extortion).

(3) Unauthorised collection, use and/or sharing of Pll. Unlike (1) and (2), which refer
to incidents “suffered by” a firm, this category relates to events “caused by” a
firm (eg, a firm improperly collecting or selling PIl).

(4) Computer or electronic crimes directly against other individuals or firms
including phishing attacks, identity theft, or skimming attacks

All data in a 10-year period from 2005 to 2014 for a sample of
incidents where cost estimates are publicly available.

Romanosky (2016) and further refined by Swiss Re (2017).

strﬁh 5 The School of Risk Management,
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Insurance

Japan

Regulation in the Cyber Space

Data Protection and Privacy Laws
UNCTAD Global Cyberlaw Tracker (December 2016)

Legislation <
B Draft legislation ¥

No legislation <
| No data
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Lack of
Historical and
Claims Data

Non-
standard
Coverages
Confusion -

Insurers and
Consumers

Insurance

Japan

Cyber Insurance Markets
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Cyber Insurance Markets
Estimates of Global Cyber Insurance Premiums (2015-2025)

Allianz ’(22(%?;550) ‘2302298555;5)
Aon (f(ﬁé—C;OGZ%) *
2015
Advisen ﬂﬁo@fgg;o)
ABI (23;"2_"5‘52%) ¢

0.0 25 5.0 75 100 125 15.0 17 200
USD billion

Swiss Re (2017)
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Cyber Insurance Markets
Insurer’s Cost of Data Breach
4. Customer breach notifications
2. Post-breach customer protection
f 3. Regulatory compliance (fines)
4. Public relations/crisis communications
5. Attorney fees and litigation
Above the Surface: 6. Cybersecurity improvements
Well-known cyber incident costs 7. Technical investigations
Beneath the Surface: 1. Insurance premium increases
Hidden or less visible costs 2. Increased cost to raise debt
3. Operational disruption or destruction
; 4. Lost value of customer relationships
5. Value of lost contract revenue
6. Devaluation of trade name
7. Loss of intellectual property
Deloitte University (2016): Beneath the Surface of a Cyberattack

12
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Industries Bringing Most New Buyers (2016)

60%

50%

40%

30%

20%

- I . .

o I
Healthcare Professional Financial Information  Manufacturing/ Retail Education  Energy/Utilities Governmentand ~ Other (please

Services Services/ Technology Industrials Nonprofit specify)
Insurance

*Percentage total exceeds 100 as respondents could select multiple answers.

Advisen and PartnerRe (2016)

JONDS insurance and Actuarial Science © 2017 W. Jean Kwon — 27

Data breach  Cyber-related Cyber extortion Regulatory ~Funds transfer Cyber-related Data Internet media Cyber-related
business fines/penalties fraud contingent  restoration liability bodily injury r

interruption business and/or /
(BI) interruption property (
(cBl) damage

L 4 - . - y r p
i M’ - ‘s> i, 8

14



©2017 W. Jean Kwon

Cyber Insurance Consumption

Popularity of Coverage via Endorsement

70%
60%
50%
40%
30%
20%
0%
D&O/EPL Other Lawyers Healthcare/ Crime Property Other
Professional Professional Medical
Malpractice

Advisen and PartnerRe (2016)
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" Buyes often don’t

understand cyber risks or
their insurance options

= Dearth of data
= Cyber attacks keep evolving

= Potential catastrophic

. = Cyber risk is spread over a
accumulation

wide range of coverages
= Tunnel vision in coverages

ST = Cyber policies lack

standardization

» The legal landscape remains
in flux

. (
NS N SIS e 1
=i ¢ aavtn, o Mo w01

Despite increased awareness, corporations are generally ill-prepared to cope with
cyber risks. Relatively few firms have integrated cyber security into their mainstream
risk management. This situation is not sustainable. Legislation is coming on-stream
in many jurisdictions that will compel firms to introduce enhanced safeguards for
their customers’ private information or face heavy fines should they fall short of the
required standards.

sigma

Insuran

Japan

Cyber Insurance Coverages
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Cyber Insurance Policy Development

= Standalone products emerged in

1990s

the US in the mid/late 1990s.
Evolved from professional
liability policies (eg. E&O. D&O).
First policies written to
address exposure to online
content or software.
These “internet insurance”
policies:
— were limited to computer
security failures;
— did not provide coverage
for first-party costs from
a data breach; and
— did_not extend to
non-electronic records or
accidental disclosure.

Swiss Re (2017)

“The School of Risk Management,
Insurance and Actuarial Science

2000s

Online media policies began to

include losses from “unauthorised

access”, “network security”,
and “viruses”. But there were
siganificant exclusions (eg.
actions of rogue employees and
regulatory fines) and no first-
party cover.

Mid 2000s, cover introduced
for some first-party losses (eg,
cyber business interruption,
cyber extortion) and damage
from accidental data breaches
US data privacy regulations
catalysed product innovation,
including protection against
costs incurred for IT forensics,
PR and customer notification.

2010s

Growth in number of carriers
with standalone products,
not just in US.

Increased reliance on IT and
high-profile hacking scandals
boosted demand for cyber
insurance globally (both
dedicated cover and
endorsements to traditional
property/casualty policies).
EU authorities reach
agreement on data protection
reform; legislation to

be implemented in 2018.
Data protection legislation in
other jurisdictions coming
on-stream, raising awareness
of cyber threats and need

for protection.

Insurers partner with external
IT experts to deepen
knowledge of cyber risks.

© 2017 W. Jean Kwon - 33
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Cyber Insurance
Coverage Classification

Chief Risk Office Forum
Risk Management Society (RIMS)

Swiss Re

JONDS insurance and Actuarial Science © 2017 W. Jean Kwon — 37

CRO Forum Concept Paper on a proposed
categorisati

sation methodology for cyber risk

CRO Forum (2016)

19
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Cyber Insurance Markets
in Selected Countries

AXCO Report (as of March 2017)
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Risks in Captive Operations

Currently and in Five Years

Property (property damage and business interruption)
Product liability and completed operations
Aviation s

Sub-contractor default insurance

Third-party business —
—
—

Terrorism

Financial products

Life

General third-party liability
D&O liability

Owrner-contiolled insurance programmime/contraclor
controlled insurance programme

Employers liability/workers compensation
Warranty s ‘
Marine p———— |
Professional indemnity/errors and omissions liability .
Catastropho —— \ ‘
Auto liability
Health/medical |— |
Envirol tal/pollution

Crime/fidelity p—
N—
‘
|

Employment practices liability
Credit/trade credit |

Employee benefits (excluding health/medical and life) %L
< Cyberliability/network liability : ==

0% 10% 20% 30% 40% 50% 60% 70%

Plan to underwrite for the next five years
B Currently underwritten

Aon and quoted by Swiss Re (2017)

&
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Insurance

Japan

Cyber Insurance Policies:

Definitions

* Covers the costs of lost business and
additional expense due to an
interruption in the insured’s network

« Commonly requiring the interruption to
last a minimal length before the
coverage is triggered

« Also available from selected insurers
“data loss and restoration” coverage for
the costs of recovering data as a result
of a triggering event

« Suitable for companies with a high
volume of online sales or its revenue
dependent heavily on the availability of
the Internet

JOIDS \nsurance and Actuarial Science

Cyber Insurance

Coverages
First Party — Network
Interruption
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0SS THE NATION
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Cyber Insurance

Coverages

First Party — Cyber Extortion
* Covers the cost of the ransom demand

to the insured experiencing cyber
extortion:

« An hacker denying the insured’s access
to its own network or threaten to
disclose its confidential information
unless a ransom is paid

ORI Insurance and Actuarial Science

©2017 W. Jean Kwon 65

Cyber Insurance

Coverages
First Party — Media Liability
¢ Atype of errors and omissions (E&O)

liability coverage for the cost that the
insured incurs due to defamation,
invasion of privacy, infringement of
copyright and plagiarism

e Publishers, broadcasting companies
and other media-related firms

© 2017 W. Jean Kwon - 66
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Insurance

Japan
Cyber Insurance Policies
AIG - CyberEdge
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Insurance

Japan

Cyber Insurance Policies
Chubb - Cyber Security Policy (2009 -)
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Insurance

Japan Cyber Insurance Policies
Zurich — Security And Privacy Protection
Policy (UK)
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