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Cybersecurity presents a distinct dilemma in which the issue of national security is enjoined to
industrial policy in an unprecedented manner. Attacks have been launched on both public utilities as
well as private entities, by actors ranging from freelance hackers to state-backed groups. Therefore, it
is now logical to bring forth the discussion of the state’s role in cybersecurity. With the aim of
contributing to the growing body of country-base case studies, the Japanese state’s role in
cybersecurity is analyzed in this paper based on the three dimensional framework given in Cavelty
and Egloft’s 2019 article.

In their work, Cavelty and Egloft analyze the more general role of the state along three
dimensions: Theoretical, empirical, and normative. The first dimension centers around the different
understanding and types of the role of the state highlighted by the current literature. The second
dimension of analysis which is empirical, focuses on analyzing the development of policies based on
the role a given state envisions for itself. The last dimension is the normative inquiry of what the role
of'the state ought to be according to authors. We apply this framework to the case of Japan with caveats.
Firstly, the theoretical aspect of analysis inevitably relies on publicly available Japanese resources and
thus, the understanding of the role of the state is based on perspectives which differ from those
introduced by Cavelty and Egloft. The second caveat is that normative dimension of analysis is be
scaled down as the main aim of this paper is not providing guidance to policy makers. As a whole, this
paper mainly answers the question of the type of role the Japanese state draws for itself regarding

cybersecurity.
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